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1. OBIIUE CBEJEHUS

1.1. Ha3zHavyeHHe NPOrpPaMMHOI0 KOMILJIEKCA

1.1.1. OcHoBHBIM Ha3zHaueHHWeM nporpammHoro kommiekca «TPS-SCADA»
(ITK «TPS-SCADA») sBasieTcss aBTOMaTH3alMsl OINEPATUBHO-IUCIIETYCPCKOTO MU
AKCIUTYaTalIMOHHO-TEXHUYECKOTO YIPABJICHUSI OCHOBHBIM H BCIIOMOTaTEIbHBIM
obopyaoBanueM nojcraninuii kiacca 330/110/10 kB B HopMaibHBIX, TEPEXOAHBIX U
aBapUIHBIX PeKUMax pabOTHI.

1.1.2. IIporpammubiii  komruiekc « TPS-SCADA» Takke MOXET HaWTh
NPUMEHEHUE TPU MOCTPOCHUHU PA3IUYHBIX CUCTEM MPOMBIIIICHHOW aBTOMAaTU3AIINH,
ydeTa U JUCTIeTYepHU3alud 00BEKTOB TPOMBIIINICHHOCTH, KUJIUIITHO-KOMMYHAJILHOTO
Xo3siicTBa, rAe Tpedyercs  oOecreuyMBaTh  OMEPATOPCKUM  KOHTPOJIb 34
TEXHOJIOTUYECKUMU MPOIECCAMH B peaIbHOM BPEMEHH.

1.1.3. IIporpammusriii kommiekc «TPS-SCADA» mnpencraBnsier coboi
CHEUUaIN3UpPOBAaHHOE  MPOrpaMMHOE  oOOeclieueHHue, OpPUEHTHUPOBAHHOE  Ha
obecnieueHne nHTepeiica MeKIy OMepaTUBHBIM MIEPCOHATIOM U CUCTEMOM.

1.1.4. IIporpammusiii koMiuiekc « TPS-SCADA» npensiaraet yHUBEpcaabHbII
Croco0 B3aWMOJICUCTBUS C MPOTPAMMHUPYEMBIMU KOHTpOJUIEpAaMU U JIPYTHUMHU
WHTEJUJIEKTYaJIbHBIMA  YCTPOWCTBAMU CPEAHETO0 M HUKHETO YPOBHEW CHCTEMBbI
MPOMBIIJICHHOW aBTOMAaTH3allMd — C HCMOJb30BAaHMEM KaK CTaHJAapTHBIX
(oOmenpuHaThix) npoTokoioB cBszu: IEC 61850, IEC 60870-5-101, IEC 60870-5-
104, IEC 60870-5-103, MODBUS TCP, MODBUS RTU, OPC UA, OPC DA
KIJIMEHT/CEepPBEP, TAK U C UCTIOIB30BAHUEM Pa3padOTAHHBIX KOMIIAHUEHN JApaiiBepOB IS
oOMeHa 10 HECTaHJIAPTHBIM (BUIOM3MEHEHHBIM) M 3aKPBITHIM (IMPOMPHETAPHBIM)
nporokonam: MODBUS RTU (II[18501), MODBUS TCP (MICOM), OPC DA
KIMeHT Ha Bbigauy B cepBep, [ PAH CC-301/101 mruoBenssie, Enercom, KCO
I[ICATY, ITporpamMma ynpaBieHUsI MHEMOCXEMOM.

1.1.5. IIporpammusiii komiuiekc «TPS-SCADA» otBedyaeT TpeOOBaHMUSIM K
pOrpaMMHOMY OOECIIEYEHHUI0, pa3pabd0TaHHOMY M M3TrOTOBJICHHOMY B 3allIUIIICHHOM

HCIIOJIHCHUH, 1 MOKCT NPUMCHATHCA B aBTOMATU3NPOBAHHBIX CUCTCMAX YIIPABJICHUSA
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Uis 00paboTKu HH(OpPMAIMK, PaCHpPOCTPAHEHUE WIIM TMPEJOCTABICHHE KOTOPOMH
OTPaHUYEHO, HE OTHECEHHOM K TOCYJapCTBEHHBIM CEKpEeTaM, U Ha KPUTHUYECKH

BaXXHBIX 00bEKTaxX HHPOPMATU3ALIUH.

1.2. ®OyHKUMHU NPOrPAMMHOI0 KOMILJIEKCA

1.2.1. IIporpammubiii komiuiekc «TPS-SCADA» oOecneunBaer Hanbosee
MOJIHOE HCIOJB30BAHME MMOTEHIMAIbHBIX BO3MOXKHOCTEH MpeoOpa3oBaHUsl WU
pacnpeneneHus AIIEKTPUYECKOU JHEPIUH, NOBBIILICHHE HaJEKHOCTH
ANIEKTpOCHAOKEHUS ToTpebuTeneii, Haubonee dddexTuBHOE, O€30MacHOEe U
HKOHOMHUYHOE UCIOJIB30BaHNE OCHOBHOTO 000PYOBaHMS SHEPTETUUECKIX 0OBEKTOB.

1.2.2. OcHOBHbIE PYHKIIMH TPOTPAMMHOTO KOMILIEKCA:

— npueM U o00paboTka WHPOPMAIMU O COCTOSHUM M TEXHOJIOTUYECKUX
napaMmeTrpax paboTbl KOHTposmpyeMoro obopyaosanus [1C;

— COXpaHEeHHe NPUHATOW HMHPOpMalMH B 0a3e NAaHHBIX C MOCIEAYIOUIUM €€
apXUBHUPOBAHUEM;

— rpaduueckoe npeacTaBiIeHUE B pealbHOM BPEMEHH X0a TEXHOJIOTHYECKOTO
mpoliecca, a TakKe MPUHATON U XpaHsIIencs B apxuBax nHPpopMaIuu B y100HOH 1is
BoCIpusTHs opme;

— JIHAJIOT C MEPCOHAJIOM, OCYIIECTBIIIOIIMM MTOATOTOBKY MCXOJHBIX JAaHHBIX
JUTS BBITIOJTHEHUS YTIPABIISIOMNUX U HHPOPMAIIMOHHBIX GyHKIUN, HacTpoiiky ACY TII,
nocTtpoeHHoi Ha 0aze [1K, u ananu3 nosydeHHON nHGOpMAaIIK;

— IpUeM KOMaHJ OIIEpaTUBHOIO IIEpCOHAJIa M Iepejada 3THX KOMAaHJ
KOHTPOJUIEpAaM HUXHErO0 YPOBHS CHUCTEMbl W HCHOJHUTEIbHBIM MEXaHU3MaM
(yrpaBieHue HUKHUM YPOBHEM CHUCTEMBI U uepe3 Hero ooopynoBanuem [1C);

— peructpanusi COOBITUN, CBSI3aHHBIX C TEXHOJOTMUECKUMHU MpOLIECCAaMU U
JICVUCTBHUSMHU IEPCOHANIA;

— OIOBEILIEHUE 00 aBapHUIHBIX COOBITHUSIX, CBSI3AHHBIX C KOHTPOJIUPYEMBIMU
TEXHOJIOTHYECKUMH MpoLeccaMd U (PYHKIHOHUPOBAHHEM CHCTEMBI, PETUCTpAIUs

JICVCTBUM NIEPCOHAJIA B aBAPUNHBIX CUTYALUSAX;
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— (opMHUpPOBaHNE OTUYETHBIX JOKYMEHTOB HA OCHOBE apXWBHOW MH(POPMAITUH.

1.2.3. IIporpammusiii komiieke « TPS-SCADA» obecrieunBaer:

— JIOCTOBEPHOCTb M HH(OPMATUBHOCTH AAHHBIX O XOJI€ TEXHOJOTMUYECKHX
IPOLIECCOB U cocTOsTHUM 00opyaoBanus 11C;

— COKpallleHHE OIMOO0K ONIEPaTUBHOTO MEPCOHANA;

— amanrtanuio GyHKIIMOHAIBHBIX 33/1a4 1oJ1 KoHKpeTHyto [1C;

— BO3MOXXHOCTb MEPEHACTPOUKHN M HapallMBaHUs (PYHKIIMOHAIBHBIX 3a]a4 MpU
peKoHCTPYKIUH U pactupernu [1C;

— oToOpakeHue JaHHBIX B (hopme TabmuIl, TpaduKOB 1 MHEMOCXEM;

— BBITPY3KY HH(pOpMAIHU B BUE BeoMocTel (oTueToB) B hopmare xls;

— BBIJIaYy KOMAaHJ| C IMPOBEPKON COCTOSHMS TOJIb30BATEIbCKON JIOTUKU
orepaTUBHON OJIOKMPOBKH;

— HACTPOWKY MOJIb30BATEIBCKOM JIOTUKY;

— aBTOMATHYECKOE BOCCTAHOBJIEHHE pabOThI CEPBEPHOI YacTU MPOTPaMMHOTO
o0ecrieyeHrs TIOCTE aBApUHHOW WM IUTAHOBOM TMepe3arpy3kd amnmnapaTHOTo
oOecreyeHus;

— pa3rpaHMYeHUE NpaB JOCTyHa IO HACTPOMKE U  HUCHOJIb30BaHUIO

MIPOTrPaMMHOTO OOECTICYCHUSI.

1.3. YcuaoBusi npuMeHeHHs

1.3.1. MunuMaabHbIe TPeOOBAHMS K ANNAPATHBIM CPeACTBAM

1.3.1.1. Cepsep IIK «TPS-SCADA» obGecneuuBaetr paboTy IpH CIIEIYIOMUX
XapaKTePUCTHKAX:

— nporueccop: Core 15 2.2 I'T'y;

onepatvBHas mamsaTh: 8 ['0, Tun mamsitu DDR3;

— 00BeM ycTpoiicTB Xpanenust nanubix: 100 Gb;

CKOPOCTH Tiepeaaun JaHHbIX ceTeBbIX nHTep(deiicoB Ethernet: 1 '6/c.

1.3.1.2. APM omeparopa IIK «TPS-SCADA» oOecneunBaer paboTy mpu

3
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CICAYIOIHNX XapaKTCPUCTHUKAX:

nporeccop: Core 13 6100 2.2 I'T;
— omepaTuBHas namaATh: 4 ['6, Tun namatu DDR3;
— 00BbeM yCTpONCTB XpaHeHUs JaHHBIX: 64Gb;

— TpeboBaHue K ceTeBoMy anantepy: 2 LAN;

CKOpPOCTb Iepeaun JaHHbIX ceTeBbIX nHTepdericoB Ethernet: 1 T'6/c;

— nuaroHaib: 18.57.

1.3.1.3. TpeOGoBaHus K anmapaTHbIM CpPEACTBaM, YKa3aHHBIC BBIIIE, SBISIOTCS
MUHUMAJIBHBIMU ISl 0O€creueHUsl 3asBICHHOr0 (yHKIMOHANA, M Jajee MOTryT
KOPPEKTUPOBAThCA Ha cTanuu Moaepau3anmn [1K.

1.3.1.4. Kimuentckoe u cepBepHoe [IO moxeT OBITh HHCTATUPOBAHO U
pa3BepHYTO HA OJHOH ammapaTHOW YacTH W/WIK OJHOM CHCTEMHOM IMPOTPaMMHOM
obecrieuennn. BpIOOp ammapaTHBIX CPEJCTB C YYETOM OOBEMOB CHTHAJIOB, YMCIA
BHEIIHUX KJIMEHTOB, KAaHAJIOB CBS3H, PE3EPBUPOBAHUS CIYKO B JaHHBIX TPEOOBAHUSX
HE YIUTHIBACTCSI.

1.3.1.5. Pexomennyercs wucnons3oBath WbBII, obecneunBatonmii  padborty
cepBepa B cllydae MpOTMaJaHus dJIEKTPONUTAHUS B TEUEHUE HE MeHee 15 MUHYT mpH
MOJIHOCTBIO 3apsikeHHbIX Oatapesix MBII.

1.3.1.6. Pekomenayercs UCIIOJIb30BaTh CepBEpHBIE KOMITbIOTEPHI
IMPOMBINIJICHHOTO HWCIOJHEHUS C PE3epBHPOBAHHBIMH HCTOYHUKAMHU MUTAHUS,

KOTOPLBIC 00ecreynBaroT IMMOBBIIICHHYIO HAJIC)KHOCTDH (bYHKHI/IOHI/IpOBaHI/IH.

1.3.2. TpeOoBaHuA K MPOrPAMMHBIM CpPeICTBAM

1.3.2.1. lna o6ecneuenuss QyukmmonupoBanus I[IK «TPS-SCADA» nHa
cepBepe JOJDKHBI ObITh YCTAHOBJICHBI CJICTYIOIINE KOMIIOHEHTHI:

— omneparmonHas cuctema: Windows Server 2019 Standard, wim Linux
muctpubyTuBbl Ubuntu, Debian, Astra Linux u mpon3BoHEIE;

— cuctema yrnpasienusi b/[: MariaDB, PostgresPRO, Tantor;

— npyroe [10: gyig OC Windows: Microsoft NET Framework ne Huxe Bepcuu
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4.7.2, nst OC Linux: Mono .NET Framework ne nuxe Bepcuu 5.20.1.
1.3.2.2. Ha APM onepatopa I1IK «TPS-SCADA» nomxHbl 0aTh yCTaHOBJIEHBI
CJIEAYIONIUE KOMIIOHEHTHI:
— omeparmonHas cuctema: Windows 7 (uiu BeIIie);
— cuctema yrnpasnenus b/[: MariaDB, PostgresPRO, Tantor;

— napyroe I10: nna OC Windows: Microsoft Office 2010 wnu BbImie, Microsoft

NET Framework ne amxke Bepcun 4.7.2.

1.3.3. TpeGoBaHus K 00CTy:KHBAKOIIEMY IIEPCOHATY
CucTeMHBII TPOrpaMMHUCT AOKEH UMETh!

— MHHHMYM BBICIIIEE TEXHUYECKOE 00pa30BaHHUE;

— 0a30Bble 3HAHUA B YacTH aAMuHUCTpUpoBanus Windows \ Linux;

— OazoBble 3HaHMSA B yactu aamuHuctpupoBanus CVYBJ[ MariaDB,

PostgresPRO, Tantor

G
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2. CTPYKTYPA ITIPOI'PAMMHOI'O KOMIIIEKCA

2.1. IIporpaMMHBII KOMIUIEKC, UCXOJs U3 (YHKIHMOHAIBLHOTO HA3HAYEHUS U
BBIIIOJIHAEMBIX 33]a4, COCTOUT U3 CIEIYIOLINX IPOrPAMMHBIX MOYJIEH:

— nporpamma «TPS-SCADA Cepsep»

— nporpamMma «TPS-SCADA APM»

— nporpamma « TPS-SCADA Kouduryparop»

— nporpamma « TPS-SCADA Penaktop MHEMOCXEM»

— nporpamMma « TPS-SCADA IIpocMOTpIIMK OCIUILIOTPAMM))

2.2. Tlporpamma «TPS-SCADA CepBep» o0OecrieunBaer:

— mnpueM U coxpaHeHue B BJl JaHHBIX O COCTOSIHUM U TEXHOJOTHYECKHX
napaMeTrpax paboTbl KOHTposupyeMoro obopyaosanus I1C;

— BBIJIauy JJAHHBIX BHEIIHUM CUCTEMaM;

— 00paboTKy [aHHBIX B COOTBETCTBHU C JIOTMKOW OW3HEC-TIPOIIECCOB,
peanusoBanHbIX B 11K

— apxXuBUpOBaHUE UHPOPMALIHH.

2.3. Ilporpamma «TPS-SCADA APM» obecrieunBaer:

— BBOJ] HACTPOEYHBIX MMAPAMETPOB;

— KOHTPOJIb W YIPABIEHUE OINEPATUBHBIM IEPCOHAIOM TEXHOJIOTHYECKUMU
nporeccamu u obopynoBanuem [1C;

— BU3YQJIM3aLUI0 COCTOSHHM BCEX KOHTPOJUPYEMBIX TEXHUYECKUX CPEJICTB B
peaIbHOM BPEMEHH;

— BO3MOXXHOCTb palOThl OINEPAaTUBHOIO MEpcoHada CO BCEMH BUJAMHU
uHpopManuu (cxembl, TaONMILl, OJaHKU, TpaduKH, BEIOMOCTH, KOHTPOJLHO-
JTUArHOCTUYECKHE, IPEyIPEIUTEIbHbIE U ABAPUIHBIE COOOIIEHUS], PEKOMEHAALNH T10
JIEUCTBUSM B HEIITATHBIX CHUTYyalMsIX, KOHTPOJbHBIC, CIPABOYHBIE U apXUBHBIC
JaHHble MO (YHKIMOHAIBHBIM 3aJadyaM), HEOOXOIUMOW MJis COMPOBOXKICHUS U
KOHTPOJISI TEXHOJOTMYECKHUX ITPOLIECCOB.

2.4. IIporpamma «TPS-SCADA Konduryparop» oOecrieyuBaeT HaCTPOUKY

cOoCTaBa TEXHUYECKHX CPEACTB CHUCTEMbl, KOH(DPUTIYypHUpPOBAHHUE MPHUKIATHOTO
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nporpamMmHoro obecneyenus cepepHod uactu IIK u  Bxomsmux B IIK
aBTOMATU3UPOBAHHBIX pabounx MecT. PexuM KOHPUTIypHpOBaHUS HCHOJIB3YETCS Ha
srane nepsuuHoro npoekrupoanust ACY TII na 6aze I1K, a Taxxe mpu BBOJe HOBOTO
obopynoBanus Ha [1C.

2.5. Tlporpamma «TPS-SCADA Penmaktop MHemocxem» 00€CleunBaeT
CO3[JaHUE W PENAKTHUPOBAHHME CXEM IOJCTAHLMMN, MUX OTAEIIbHBIX YaCTEH, a TaKKeE
CXEMHOW JIOTMKH, HCIOJb3yeMOl mnporpaMmMHbIM KoMiuiekcoM «TPS-SCADA.
[Iporpamma MO3BOJIIET CBSI3bIBaTh JJIEMEHTBI CXEM C TEJIECU3MEPEHHUSIMU H
TeJeCUTrHaIn3aIueil, oToopaxaTh Ha CXeMax TEKYIIUe COCTOSHUS YCTPOUCTB U 3a/1ay.
Penakrop MHEMOCXeM JaeT BO3MOKHOCTbh OCYLIECTBIIATH IIMPOKHUM HAOOp omepanuii
HaJ BbIOpaHHBIM OOBEKTOM (MacHITAOMpOBaHUE, W3MEHEHHE I[BETa, HM3MEHEHHE
TOJIILIMHBI JIMHUW, WU3MEHEHHE CTUJs JHUHHM). MMeeTrcs BO3MOMKHOCThH YJajeHUs,
KOIMPOBAHUS U BCTAaBKU OOBEKTOB.

2.6. Ilporpamma « TPS-SCADA IIpocMOTpIIMK OCHMITIOTPAMM» 00€CTICUNBAET
3arpy3ky ¢ cepBepa ocuwuiorpaMmMm B QopMare comtrade, HUCIONIb3yeMOM
nporpaMMHbIM KoMIiekcoM « TPS-SCADAy, u ux npocmortp. [IporpamMmma no3posnsier
3arpy’katb Ha KOMIBIOTEP OCHMIIJIOTPAMMBI, MOJYYEHHBIE CEpPBEPOM, CTPOUTH HUX
rpaduyeckyo MOJeNb U MPOCMATPUBATh JIAaHHBIE C PA3IMYHBIX KaHAJOB B pa3pese

BPEMEHHOM IIKAJIBL.



G
TPS

11
RU. 70302151.62.01.02-06
3. HACTPOMKA ITIPOITPAMMHOI'O KOMILJIEKCA

3.1. TlopsiiOK YCTAHOBKH MPOTrPAMMHOI0 KOMILJIEKCA

VYcTaHOBKa M HAacTpPOMKa CHCTEMHOIO MPOrPAMMHOIO OOECIIEYEHUs JOJKHBI
MIPOU3BOUTHCS COMIACHO COOTBETCTBYIOIIUM PYKOBOJICTBAaM, MOCTABIISIEMbIM U3IOTO-
BUTEJIEM IIPOTPAMMHOI0 00ECIICUEHHUS.

IIporpammuoe obGecneuenne «TPS-SCADA Kounduryparop», «TPS-SCADA
APM», «TPS-SCADA Penaktrop muemocxem», « TPS-SCADA ITpocMOTpIIuK OCIui-
JgorpaMm» MokeT padotatk Tonbko Ha OC Windows, HO B cBoto ouepenb «TPS-
SCADA Cepsep» moxeT padotath kak Ha OC Windows, Tak u Linux.

Ycranoska [IK «TPS-SCADA» BkitouaeT B ce0s CieIyIoNIie STarbl:

1. Ycranoska nporpammsel « TPS-SCADA Koudurypatop»;

2. YcranoBka nporpammbl « TPS-SCADA Cepep»;

3. YcranoBka nporpammsl «TPS-SCADA APM»;

4. Ycranoska nporpaMmmbl « TPS-SCADA Penaktop MHEMOCXEMY;

5. YcranoBka nporpammbl « TPS-SCADA TIpocMOTpIIMK OCIIUIIIOTPAMM.

3.1.1. YcranoBka CYB/]
[Tepen nauanom yctanoBku koMmnoHeHTOB [1K « TPS-SCADA» neobxoammo
pazBepHyTh 0Hy U3 CYBJ] MariaDB, PostgresPRO, Tantor.

Paccmotpum ycranoBky Ha npumepe CYBJl MariaDB.

18 MariaDB 11.8 (x64) Setup - x
Welcome to the MariaDB 11.8 (x64)
Setup Wizard
The Setup Wizard will install MariaDB 11,8 (x64) on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.
Cance

Pucynok 1 — Tun ycraHoBku
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VYcraHoBKa HaUMHAETCS ¢ BpIOOpa Habopa komrnoHeHToB MariaDB s ycra-

HOBKH (PucyHok 2).

# MariaDB 11.8 (x64) Setup — X
Custom Setup MariaDB : ;’F;?
Select the way you want features to be installed. server — - —y‘

Click the icons in the tree below to change the way features will be installed.

E‘ """" Q ~ | MariaDB Server Install database instance. Only new
: e Database instance database can be installed with this
......... = - | Client Programs feature.
- =i~ Bal:kup utilities
"""" =2- DE.VEh:'F'mE”t compaonents This feature requires 4753KEB on
=l &3 = | Third party tools your hard drive.
b 30 v| HeidisoL
Location: C:\Program Files\MariaDE 11.8'data\, Eores
Reset I Disk Usage I Back Mext Cancel

Pucynok 2 — Be16op npotykTa assi yCTaHOBKU

B clIy4dac, €ClIi HCO6XOI[I/IMO Pa3MCCTUTD 0asnl JaHHBIX B MCCTC, OTJIMYHOM OT

npenycranoBieHHoro (c:\ProgramData\MariaDB)\), moxHo n3menuts Data directory.

3aZlaémM Nnapoab Noab3oBaTento root.

5

Default instance properties MCI I‘IO D B S
MariaDB 11.8 (x64) database configuration Server _fjl

Modify password for database user "root’

New root password: Enter new root password

Enable access from remote machines for
o
‘root’ user

[] Use UTFS as default server's character set

Data directory |C:'|Program Files\MariaDB 11.8\data\, Browse...

¢
TPS
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Pucynok 3 — Hactpoiika

s yenentHo# ycraHoBkr MariaDB Heo6xoumMbl komnoHeHThI "Visual C++
Redistributable", mpu ux OTCYTCTBUU B CUCTEME MOSBUTCS COOTBETCTBYIOIIEE OKHO
"Check Requirements ¢ mpeaynpexieHrueM.

[Tocne Toro kak Bce KOMIOHEHTHI OYyT yCTaHOBJIEHBI, HEOOXOAUMO MPOU3BE-

cTH HacTpoiiky MariaDB:

ﬁ Database settings —

Default instance properties MariaDB o
MariaDB 11.8 (x64) database configuration server —

Install as service

Service MName: [MariaDB

Enable networking

TCP port: |33III6

Innodb engine settings
Buffer pool size: 5191 ME

Page size: 16 KB
Back Mext Cancel

Pucynok 4 — Tun koHpuUrypamum

i
TPS
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i MariaDB 11.8 (x64] Setup - Pt

MariaDB /7

Ready to install MariaDB 11.8 (x64)
Server =

Click Install to begin the installation. Click Back to review or change any of your

installation settings. Click Cancel to exit the wizard.

Back B Install

Cancel

PrucyHOK 5 — BBINOIHUTE HHCTAISALUIO

e Qncnetuep 3agad

Daiin  Mapametper  Bug

ciyx0b1 MariaDB u3 npunoxxenus Service.

|I'Ipou,ecct.| | MpowseoguTensHocTs | Monssosatenn | MogpoBHoctn | CyxBel |

-

ITocne 3aBepmienus ycraHoBku MariaDB HeoOGxoaumo mnpoBepuTh padboTy

(=I=]E

ran Wan.. Onucanwe CocTosHue Ipynna ~
S KPSSWC CnyxBa npokcu-cepeepa LeHTpa pa..  OcTanoeneHo KpsSveGroup
o KtmRm KtmRm ana koopaunatopa pacnped..  OcTanoenexo MetworkServic...
% LanmanServer 1124 Cepeep BoinonxaeTca smbsves
. LanmanWorkstation 968 PaBouan ctaHumA BrinonHaetca MetworkService
o litdsve Tononor KaHaNLHOTD YPOBHA OcTaHoBneHo LocalService
i Imhosts 860 Moayne nogaepsin NetBlOS yepes .. Beinonuaetca LocalServiceN...
S LSM 660 JMCneTyep NoKanbHbIX CEAHCOB BeinonxaeTca DcomLaunch
EC MariaDB 1664 MariaDB BrinonxaeTca =
C mpssve 284 Bpanamaysp 3awmtanka Windows BeinonxaeTca LocalServiceN...
+ MSDTC 792 KoopauHatop pacnpegeneHHenx Tpa..  Beinonwaetca
G MSISCSI CnyxcBa wanumaropa MaiikpocodT i, OcTanoeneno netsves
. msiserver 1812 Yeranoewmrk Windows BrinonHaetca
S MeaSwve MomMoWwHWK No NogenoYeHnto K cetTn JcTaHoBnEHD MetSves
i Metlogon CeTeBoil BX0J B CUCTEMY OcTaHoBneHo
% netprofm 904 ChnyxBa cnncka ceTei BoinonxaeTca LocalService
S MetSetupSve CnyxBa HacTpoiiku ceTn OcTaHoBneHo netsves
" NetTcpPortSharing CnyxcBa oBuwiero goctyna k nopram .. OcTanoenexo
S MlaSve 968 CnyxcBa ceegeHnii o NogKnoYeHHbK..,  Beinonxaetca MetworkService
Sonsi 904 CnyxcBa wHTepdeiica coxpanenna ce..  Beinonuaetca LocalService
% PerfHost Xocr buBnuoTekn cueTumnka nponse.  OcTaHoBnEHo
Sapla KypHanel n onoBeLLEHNA Npousecs.. OCTaHoBAEHD LocalServiceN...
% PlugPlay 660 Plug and Play BeinonnaeTca DcomLaunch
% PolicyAgent Aredt noantuem IPsec (OcTaHoBneHo MetworkServic.. |~

@ MeHbLue

% OTepeiTe cnybel

Pucynok 7 — Pabota CYB/]
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3.1.2. YcranoBka mporpamm «TPS-SCADA Kounduryparop» u «TPS-

SCADA Cepgep» na OC Windows

Ha nannowm stamne Oynet BoinosnHeHa nHctauanus moayist « TPS-SCADA
Konduryparop», cayx0br cb6opa Cepepa «DC» wu ciayxba mno pabdore ¢
ociusuiorpammamu «OSCy.

s ycranoBku mporpammbl «TPS-SCADA Koudurypatop» HE0OX0auMo
MOCJIEIOBATEIBHO BBITOJHUTD CIEAYIOIINE IeHCTBUS:

— Komupyem nuctpudytuB « TPS-SCADA» B HE0OXOIUMYIO JUPEKTOPHIO Ha
AKECTKOM JIHUCKE.

— B manke ¢ guctpubytuBom «TPS-SCADA» 3amyctute «Configurator» ot
UMEHH YIIOJHOMOYEHHOTO OTlepaTopa U, €CJIM JIMIEH3UOHHBIN Kitou K «Configurator»
yKe 3aperucTpupoBaH, TO0 OTKpoeTcs okHO (PucyHok 11 ), oTMeThTE paJMOKHOIKYU U
4yeK-00KChI Kak Mmoka3ano Ha Pucynok 11 (B cmyvae unctamwisiiuu Ha OC Windows) u

Haxmute «[IpruMeHuTDY.

MapameTphl x

OnepaunoHHas cucrema:
(@ Windows () Linux

DYHKLMOHANEHOE HB3HaYeHHe:
Cepeep

3afaun:

CK3Y

MpucyTCTEyeT APM

MPUMEHKTE OTMEHHTE

Pucynok 6 — OxHo «IlapameTpbi»

Tun 3agaum — BEI0Op ocHOBHOM (hyHKIMHU cepBepa. s ACY TII BeiOupath yek-
ookc CK3YVY (cuctema KOHTpPOJIS, 3alIUThI U YIIPABICHHUS).

— B nosBuBmemMcs okue (Pucynok 12) 3anonnute nosis noakiatouenust kK CYB/,
ykaxuTe HauMeHoBaHus bJl kondurypanuu u bl gaHHBIX, YKaXKUTE XOCT B CiIydyae

HEOOXOIMMOCTH U HAXKMUTE «[IpuMeHUTHY.
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Mapamerpsl nogkakouenna k 5/ ®
AFM
Monsz0BaTENE:! | o |
Mapons: | |
Mopr: | 3306 |

55L:

Bl

Cepeep

Mons30BaTens: | |

Maponb: | |

B KodurypaLym: | |

BJl naHHbIX: | |
MopT: | 3306 |
XocT: | o .0 .0 .0 |
S5L:

=
¥ocT (pesepe): | o .0 .0 .0 |
S5L (pesepe):

(2]
Koauposka: | CP1251 |

MpMEHMTE OTMEHWMTE

Pucynoxk 7 — OxHo «ITapameTrpsl noakimouenus k by

Onucanue mapamMmeTpoB, NpeACTABJICHHbIX HA PucyHok 12:

I.B mnomax «llonb3oBatens» u «llaposb»  yKa3bIBalOTCA MapaMeTpbl
noJjbp3oBarelis U napoib ceppepHoit b/l u bJI APM, co3nanHoii Ha sTarne 1.

2. B/l kou¢urypamuu — 06a3a, B KOTOpoil xpansrca Bce mapamerpbl «TPS-
SCADAY, nosib30BaTenu, NOPTHI, yCTPONCTBA, TETH YCTPOUCTB U T.I. BBOAMTH HOBOE
3Ha4YeHHe ¢ MMEHEeM HaYMHaKImuMcH Ha cfg .

3. BJ] nanHbIX — 6a3a, B KOTOPOIl XpaHATCA JaHHBIE O HACTPOMKAX, OTKPBITHIX

OKHAaX, KBUTUPOBAHHBIX COOBITHSX, JAAaHHBIX KOHKpeTHOoro APM. BBoauth HOBoe

i
TPS
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3HaYeHHe C UMeHeM HAaUYnHamuMmces Ha dt_. UmeHa 10/KHbI ObITh HI€HTHYHBIM
3a HCKJIYeHueM npedukcos cfg u dt .

4. KonupoBka, orBeuaer 3a oroOpaxkenue mpudron. ms «TPS-SCADA»
3agaercs no ymonuanuto — CP1251.

5. XocT — aapec MOJKIIOYEHMS K YJIAJIE€HHOMY cepBepy (€CiM JIOKAJIbHBIA
cepsep, To octasiisiem 0.0.0.0).

6. XocT (pe3epB) — aapec MOAKIIOYEHUS K PE3EPBHOMY YJIaJIEHHOMY CEepBEpY
(ecu nokanbHO WM HeT, To octaBisieMm 0.0.0.0).

— B mnosBuBmemcs oxHe «BpiOepure karamor» (Pucynok 13), BeiOepute
katanor ais co3nanus bl (nymw: C:\Program Files\TPS-SCADA\DB SKZU) xax
noka3aHno Ha Pucynok 13. Ha nannom stane Oyner co3gana ciyx6a «DC» ¢ kirouom
n1s peructparuu (munensun) hw.key B qmupexkropuun C:\Program Files\DC\SERVICE
(paxT co3zganus 1aHHOM CITy>KObI MOXKHO MPOKOHTPOIUPOBATH B «Ciryk0bp» Windows)

u otkpoetcs nporpamma « TPS-SCADA Koudurypatop».

Bribepue katanor X
Marwa: | || DB SKZU v @@ e @
* s h i — Tan
service 21.04.2023 9:03 Mane
BeicTpeili gocTyn
Pabounii cton
m
BuBanerexn
3707 KemnbioTep
Cene
< >
Bei6op Omera

Pucynok 8§ — OxHo BbIOOpa KaTayiora

— B mosBuBmemcs okHe «llapamerpst oObekTa» (Pucynox 14) BBemute
HAaMMEHOBaHUE O0BEKTa W IpuMeHuTe HacTpoiky. [Ipumep: «PSy. HammenoBanue

ceTen JOITYCKACTCA HC 3aII0JIHATD.
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MapameTpel obbexTa X

& Homep offbexTa:

HaumeHoEaHWE 0fBEKT A

HatieHosaHWe ceTed:
| v]
[pHrEHLTE OTraeHHTE

Pucynok 9 — OkHo co3nanust o0beKTa

— OrtkpsiBaeTcs HOBoe OKHO «Kondurypuposanue cepBepa» (Pucynok 15),
BBEIUTE MACHTHU(PUKATOP (IO YMOTYAHUIO YCTaHOBJIEHa equHuua «1»). MI3MeHeHnus
HEOOXOJMMO BHOCHUTH TOJIBKO B CIy4yae CJIOXHOW TOMOJIOTUU CEPBEPOB (HECKOIBKO

cepBepoB «TPS-SCADAY). [TpuMeHnTe HaCTPOUKHU.

Knacc ycTpoiicTea:  Cepeep e
Tun:  cepeep v Waentudukatop: 1
MpoTokon: R

MpUMeHUTE OTHMEHWTL

Pucynok 10 — Oxno «KondurypupoBanue cepBepa»

— Haxmure «IlIpumenuts». Ilocie dYero Ha »dKpaHe OTOOpa3UTCS OKHO
«Hactpoiika mnpoekta» (Pucynok 16), B KOTOpOM HEOOXOIUMO 00s3aTEIBHO
3anoJHUTh noje «HanmeHnoBaHue», yCTaHOBUTH B Mojie «UUTaTh OCHHMILIOIPaMMBD)
3HaueHus «Jla» unu «Het». IIpu BeiOope 3HaueHus «/la» cTaHeT akTHBHA B pa3jene
okHa «Ciyx0a coopa oCIILIOrpaMM» KHOTIKA «Y CTaHOBUTHY. [Ipu HaxaTuu Ha Hee

OyZeT BBINIOJIHEHA YCTaHOBKA CITy:K0bI cOopa ocummiorpam «OSCy» (Pucynok 17).
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HacTpoika npoekTa X

B MNapaMeTph NpoekTa

HawmeHoBaHWe

Yuecno HeyOauHEX NONBITOK BXOO8 B CUCTEMY 3
BpemMa 6NOKMpOBKKW NONL30BaTENA (MWH.) 3
YutaTe ocuMNNorpaMMel Het

Cnyxba cbopa ocumnnorpamm

YCTaHoBHTL 3aNyCcTHTh OCTaHoBHTE

MpUMEHHTE OTMEHWTE

Pucynok 11 — OxHo «HacTtpoiika npoexta»

Hactpoiika npoekta X
B MapameTtpw npoexTa E MNapameTps npoekTa
HaumenosaHue Hanmerosarne Tect
YNEN0 HeydaUHeX NOMLITOK BXOAS B cucTeMy 3 YWCND HeYAAUHLIX MOMLITOK BXOAA B cUcTeMy 3
BpemMa 6110KUpOBKM NONb30BaTENA (MWH.) 3 BpeMA 6NoKWpOBKM NONL30BATENA (MAH ) 3
“uTaTte OCUMINOrpaMMel Na YuTaTe OCUMNAOrPaMMel i
INupekTopwia ocumnnorpamm c\COMTRADE_FILES DOupektopwi ocumnnorpam| SofitSCADA Kondurypatop X I8
| Cnyx06a ycraHoeneHa!
HawmMenoBanwe Haumenosanme
CnyxGia chopa ocunnnorpamm Cnysba cbopa ocunnnorpamm
YCTaHoBUTE. SanycTuTs OCTaHOBUTH YcTaHouTE SanycruTe OcraosiTe

TIpMMEeHHTE OTMeHIT MpumeHTe OTHEHNTE

Pucynok 12 — OxHo «HacTtpoiika npoexTa»

— Haxarp kHomnky «I[IpuMeHUTH», OTKpPOETCS OKHO BXOJa B MpPOrpaMmy,

npeacTtaBieHHoe Ha (PucyHok 18).

¢
TPS
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Bxog B crcTemy ot

TPS-SCADA

KoHduWrypaTop

[NonezoEaTENE:

Maponk:

B o OTHEHITE

00 "Tnc", r. Mockea

Pucynok 13 — Oxno Bxona B mporpammy « TPS-SCADA Koudurypatop»

Hns Bxoma B «TPS-SCADA Kouduryparop» TpeOyeTcs BBECTH YyYETHBIC
JaHHBIC (BRIOpATh U3 MPEAJIOKEHHOTO TIEPEUHSI UMS TI0JIL30BaTENIsI M BBECTH TAPOJIh)
U HaXaTh KHOTIKY «[IprMEeHUTH.

K pabore c¢ «TPS-SCADA Kondurypatop» JTOMYyCKAIOTCA TOJBKO
MOJIb30BaTENH, HaJIeJICHHbIC COOTBETCTBYIOIIUMHU MTOJTHOMOYHSIMH,
YIOJIHOMOYEHHBIE OTIEPATOPHI.

B IIK «TPS-SCADA» cymecTByeT mpenonpeesieHHas Yy4yeTHas 3aluch
MOJIb30BaTEIIs, HaJIEJIEHHOTO COOTBETCTBYIOIIIMHI MTOJTHOMOYHSIMHU
(YIIOJTHOMOYEHHOTO OIepaTopa), JOTUH U MapoJib KOTOPOU MepeaaeTcs MpH MOCTaBKe
MporpaMMHOro Komiuiekca. IlpenonpeneneHHass yd4eTHas 3aluCh CIYXKUT IS
nepBuyHoro 3amycka mnporpamMMm IIK u co3maHuMsi HOBBIX YUYETHBIX 3amucelt
II0JIb30BATEIIEH.

B cnyudae, eciiu HeBepHBIH 1apoJIb, 0TOOPA3UTCS COOTBETCTBYIOLIEE CUCTEMHOE



T
TPS

21
RU. 70302151.62.01.02-06

COOOIIIEHHUE.
B cayyae ycnemHoM aBTOpU3alMU IMPU IIEPBOM BXOAE C JAHHOW YYETHOU
3anuchbio B [IK «TPS-SCADA» nonb3oBarento OyneT NpeaioxkeHO CMEHUTh MapoJib,

BBIJIAHHBIN YIIOJITHOMOYEHHBIM OIlepaTopoM, Ha Jipyroi (Pucynok 19).

Crarcra napons

T e ymnds napome:
[T X131t R 11])

Hiostai napon:

Noareepmatess Hosoro napoa

Pucynok 14 — Cmena napouis

ITocne 3amonHenuss mnonerd «HoBeIM mapons» u «lloaTBEpKIAECHUE HOBOTO
napojisn»y 1o KHomke «[IpuMeHuTH» OTKPOIOTCS TOBTOPHO OKHA PucyHox 14 wu
Pucynox 15 pms 3amonmHeHus, nganee BO3HUKHET WH()OPMAIMOHHOE COOOIICHHE
«Bpewms Beinuio! Ciyk0a He ctapToBaial» (JaHHOE COOOIIEHNE BO3HUKAET B CBSI3U C
MyCTOl KOH(UTrypaluei NpoeKTa 1 MpH He 3apeructTpupoBaHHoi «Ciryx0e coopay) u
BHI TIepelieTe Ha riaBHoe okHO nporpamMmbl « TPS-SCADA Koundurypartopy.

[Tpumeuanue. Ha orane wunctamwsimuu «TPS-SCADA  Kounduryparop»
cosmaercs aupekropust c:\SCADA Files\ ¢ pazgenamu c:\SCADA Files\CID\ u
c:\SCADA Files\Config\. B pasznene c:\SCADA Files\CID\ pexomengyem
pacnioniarath (aitner koudurypamuit CID, B paszmene c:\SCADA Files\ Config \
COXpaHseTCs KOHPUTYpaIus MpoekTa. Tak ke B JaHHYIO JTUPCKTOPUIO PEKOMEHIYEM

nepenocuts paszaensl «KEXCEL», « SOUND», «SXEMA.
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3.1.3. ¥YcranoBka nporpammbl « TPS-SCADA APM» na OC Windows

Jns ycranoku nporpaMmmbl « TPS-SCADA APM» HeoOxoauMo 3amyCTUTh Ha
BeImostHeHne ¢aiin « SCADA.exe» wim BOCTIOIb30BaThCs SIPIBIKOM Ha pabodeM CToJIE.
IIpu nepBoMm 3amycke «TPS-SCADA APM»y, eciu JUIIEH3MOHHBIA KIIIOY K

«TPS-SCADA APM» yxe HaxoAuTCA B MamlKe C TUCTPUOYTHUBOM, MOSBUTCA OKHO

(Pucynox 20).

ABTOMATM3MPOBaHHbIE paboune MecTa X

arm< o

armz2
arma3

APM Sofit
APM cepeepa

Pucynok 15 — OxHO «ABTOMAaTH3HpPOBaHHBIE PA0OUNE MECTA»

Bri6op APM ocymiecTBiasieTcsl OJHUM IIETYKOM JIEBOM KIJIABHIIEH MBIIIM Ha
Ha3BaHuu APM, cBsa3p BeiOpanHOro APM u mosnb30Batensi COXpaHUTCS Ha cepBepe.
[Tocne BeiOGopa APM oTkpoeTcst OkHO Bxoja B mporpammy (Pucynok 21).

[Ipu moBTOPHBIX 3ammyckax mnmporpamMmbl BEIOOp APM He TpeOyeTcsi, Ha dKpaHe

OyZeT OTKpBIBAThCS OKHO BXOJ1a B IpOrpaMmy, rpeacraBieHHoe Ha Pucynok 21.

Bxoa B cucTemy >

TPS-SCADA

ABToOMaTUIKMPOBaHHOS D abouse MBcTo

MonezoEaTent:

Il Ap0nke:

Boimu OTrEHMTE

oo "Thc”, r. Mockea
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Pucynok 16 — OkHo Bxojaa B nporpammy «TPS-SCADA APM»

Ha crnenyromem mare paboTbl ¢ ImpOrpaMmoil moTpedyercss BBOJI YUETHBIX
JaHHBIX TIOJB30BaTENs (BBIOPATh U3 MPEUIOKEHHOTO MEPEUHsl UM TOJIb30BaTENs U
BBECTH I1apOJIh).

B cnywae, ecnu HeBepHO BBENEH MAapojb, OTOOPA3UTCS COOTBETCTBYIOIIEE
CUCTEMHOE COOOIIIEHNE.

B ciydae ycnemHoW aBTOpU3alMU IMPU IMEPBOM BXOJI€ C JAHHOW YYETHOMU
3anuchbio B [IK «TPS-SCADA» nonb3oBarento OyneT Npeaio)keHO CMEHUTh MapoJib,

BbIJIAaHHBINA YIIOJIHOMOUYEHHBIM OMepaTopoM, Ha Apyrou (PucyHnok 22).

SoftSCAD

o Fu2IHE JIAHGE N0ABIGEITENR "AQMEHRITRATOR

3abACEMpOBaHA!

Pucynok 17 — Cmena napouis

ITocne 3amonnenuss nonerd «HoBei mapons» u «lloaTBEpKIAEHUE HOBOTO

naposis» 1no kHomnke «I[IpuMeHHUTH» OTKphIBAaeTCs TJIaBHOE OKHO mporpammbl « TPS-

SCADA APM».

3.1.4. YcranoBka nporpammbl «TPS-SCADA Penakrop MHemocxem» Ha
OC Windows

[ns  ycranoBku nporpammbel  «TPS-SCADA  Pemaktop MHEMOCXEM»
HEOOXOJUMO  3allyCTUTh Ha  BblosHeHHWE  (Qaitn  «DrawEditor.exe»  nm

BOCIIOJIB30BAaTbCA SAPJIBIKOM Ha pa60qu CTOIJIC.
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ITpu nepBom 3anycke «TPS-SCADA Penaktop MHEMOCXEM», €CJIM JIMIIEH3UOHHbIN

kmouy K «TPS-SCADA Penaktop MHEMOCXEM» YK€ HaXOIUTCAd B TalKe C

JUCTPUOYTHBOM, HOSIBUTCS OKHO BXOJ1a B porpammy
(Pucynok 23).
Bxog B cucTemy *

TPS-SCADA

PefjakTop MHEeMOoCKeM

MNonkzoEaTEnR:

MNapoik:

Bodmi OTHEHUTE

Pucynok 18 — OkHo Bxojaa B nporpammy « TPS-SCADA Pepaktop MmHEMOCXEMY

B cnywae, ecnu HeEBepHO BBEIEH MapoJib, OTOOPA3UTCS COOTBETCTBYIOIIEE
CHUCTEMHOE COOOIIIEHNE

B ciydae ycnemHoM aBTOpH3alMyd IIPU MEPBOM BXOJE C JAHHOM YYETHOWU
3anuchio B [IK «TPS-SCADA» nonb3oBarento OyaeT nNpeasio)keHO CMEHUTh MapoJib,

BBIJIaHHBIN YIIOJITHOMOYEHHBIM OIlepaTopoM, Ha Jipyroi (Pucynok 24).
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CReEnd Nag=SAA

N Tl s,

H ol rspoe:

MiIrspaa e mOBoro Napo

Mswasrans Oramams.

Pucynok 19 — Cmena napouis

[Tocne 3anonnenuss noner «Hosbid mapons» u «lloaTBepxkaeHue HOBOTO
MapoJjs» Mo KHomNke «IIpuMEHUTHY» OTKPBIBAETCS TJIABHOE OKHO Iporpammbl « TPS-

SCADA Penaktop MEHEMOCXEMY.

3.1.5. YcraHoBka NMPOrpamMmbl «TPS-SCADA IIpocmoTpnk
ocunsutiorpamm» Ha OC Windows

Hns ycranoBku nporpammbl « TPS-SCADA TIpocMOTpIIMK OCHMILIOTPAMMY)
HEOOXOMMO 3amyCTHTh Ha BbIMONHEHHE (aitm «WV.exe» Wiu BOCIOJIb30BATHCS
SPJIBIKOM Ha paboyeM CToJIe.

[Ipu nmepBoMm 3amycke «TPS-SCADA IIpocMOTpIIMK OCHHIUIOTPaMM», €CIIH
muueH3uoHHbIl  Kmod K «TPS-SCADA  IIpocMOTPIIMK — OCHHAJUIOTPAMMY  YKE
HAaXOJUTCA B TalKe C  JUCTpUOYTUBOM, TOSIBUTCS OKHO  BXoJa B

nporpammy (PucyHnok 25).



T
TPS

26
RU. 70302151.62.01.02-06

Bxog & cucTemy bt

TPS-SCADA

MpocMoTPLLMK OCLIMANONPaMM

MNonezosaTents:

Maponk:

Batmu OTHEHUTE

Pucynoxk 20 — OxHo Bxona B nporpammy « TPS-SCADA TIpocMoTpiuk ocuusio-

rpaMm»

B cnywae, ecnu HeBepHO BBEIEH MapoJib, OTOOPA3UTCS COOTBETCTBYIOLIEE
CHUCTEMHOE COOOIIeHE

B ciydae ycnemrHow aBTOpH3alMyd NPU MEPBOM BXOAE C JAHHOM YYETHOU
3anuchio B [IK «TPS-SCADA» nonb3oBaremnto OyneT NpeasioxkeHO CMEHUTh MapoJib,

BBIJJaHHBIN YIIOJITHOMOYEHHBIM OIlepaTopoM, Ha Jipyroi (PucyHok 26).

N Crsesia fapais

y  Tenyuid napom.

H e napone:

NoETeepolees FHbin Rapom

Pucynok 21 — Cmena napouis



27
RU. 70302151.62.01.02-06

ITocne 3anonnenus nonen «Hoseid maponb» u «lloaTBepkieHrne HOBOTO
MapoJjs» Mo KHOMNKE «IIpuMEHUTHY» OTKPBIBAETCS TJIABHOE OKHO Iporpammsbl « TPS-
SCADA Pepakrtop IlpocMOTpuMK oOCHMIUIOTpaMM» M JIHAJIOTOBOE OKHO C

TpeOOBaHUEM yKa3aTh MECTO XPaHEHUS OCIIUILIOTPAMM.

3.2. ¥YcranoBka «TPS-SCADA Cepsep» Ha OC Linux

Monynb «TPS-SCADA Kondurypatop» He00X01UMO yCTaHOBUTH Ha OS
Windows Tak, kak onucano B myHkTe 3.1.2, 3a uckmouenuem Boioopa [Tapamerpa
(Pucynox 11). Beibupaem «OneparmonHas cucteMay — «Linuxy.

Ha cepsepe nog OC Linux qomkHO ObITh ycTaHOBIEHO cieaytoiee [10:
docker, docker-compose, gzip.

daiin scada.gz HeobxoauMo 3arpy3uth B docker ¢ momMoIIbI0 KOMaHHOM
CTPOKHU

— docker load -1 scada.gz.

Koraa daiin yxe 3arpyxeH, clieyeT OnpeneanuTbes ¢ JUPEKTOpUen OKpyKe-
HUs, HarIpumep /opt/app

— sudo mkdir -p /opt/app

— sudo chmod 777 /opt/app

— Temnepb B 3Ty MaIKy HYHO TOMECTUTh (paiiyl ¢ mepBUYHON KOHPUTYypauen
DC.conf u ¢aiin cuenapus docker docker-compose.yml

— Tenepb HyX HO CUHXpOHHO otpenaktupoBaTh DC.conf (Pucynok 28) u
docker-compose.yml (Pucynok 27): mytu BayTpu DC.conf niis HardWare u LogDir
JOJDKHBI OBITh TPONUCaHBl B MpaBOM CTOpoHE (mocie [BoeTouusi) B docker-
compose.yml paznena volumes - /opt/app/DUMP:/usr/src/cpp/DUMP, rne nesas
CTOpOHA — MyTh Ha XOCT-MAIlINHE, a [paBas — MyTh B KOHTEHEpE (0JIKEH COBNAAATh
¢ ananornynbiM nyTéM B DC.conf). B DC.conf Param4 u Param5 (Pucynok 28) 3to

COOTBETCTBEHHO MMs MOJIb30BatTelb U napoiisi CYB/I.

3
TPS
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1version: "2.4"
2 services:

3 scada:

4 image: dev.intechs.by:30|5@;‘i1a;‘5cadaid:1ate5t
5 contailner_name: scada

6 restart: always

T network_mode: "host” #oTknwyaem nat gokepa
8 # ports:

9 # - "28022:22" #debug: ssh server

10 # - "10000-10100:10000-10100" #debug: gdb server
11 volumes:

12 - [fopt/app/DUMP: /usr/sofit/DUMP

13 - fopt/fapp/key:fusr/sofit/KEY

14 - Jopt/app/sshKey:/usr/sshKey #debug: ssh public accept keys
15 - foptfapp/sofit/pem:/usr/sofit/pem

16 - type: bind

17 source: ./SofitDC.conf

18 target: /usr/src/cpp/SofitDC.conf

19 # - type: bind

20 # source: ./hw.key

21 # target: Jfusr/src/cpp/hw.key

22

23 logging:

24 driver: "json-file”

25 options:

26 max-size: "200k"

27 max-file: "10"

28

29

30 # portainer:

31# image: "portainer/portainer-ce:2.1.1"

32 # contalner_name: portainer

33# restart: always

34 # volumes:

35 # - fvar/run/docker.sock: /var/run/docker.sock
36 # ports:

37 # - "9p00:9000"

38 # logging:

39 # driver: "json-file”

40 # options:

41 # max-size: "z@0k"

42 # max-file: "18"

43

Pucynok 22 — Docker-compose.yml

(5

TPS
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[CORE]
CharSet=cpl25l

[EE]

Paraml=cfg_test
Parama=dt_test
Param3=192.165.220.43
Faramd=ila
Paramo=»*++¥

[TUNING]

Core=

HardWare= fusr/scfit/DUMP
LogDir=/usr/sofit/DUMP
OacillegramDir=/usr/scfit/DUME/OscillogramDir
PemDir=/usr/scfit/pem
PericdWatch=1200000
[RESEEVE]

IsBegerve=0
MainBeservelP=
SecondReservelP=

[WATCH]

CheckedTakbles=0
PericdWatch=1300

Pucynok 23 — DC.conf

— 3aIyCTUTh KOHTeHHep B pabotry cd /opt/app & & docker-compose up --
remove-orphans --build -t 30 -d.

— Jlanee HeoOxonumo 3apeructpupoBaTh Kitou hw.key cepBepHoil uactu,
HaXOJsIMiCcs B manke ykazaHHou B docker-compose.yml, ¥ MOJ0KNUTH HOBBIM KITHOY

core.key B nupekTopuio ¢ kiouoM hw.key.

3.3. KondurypupoBanue cucTeMbl

3.3.1. KoudurypupoBanue cuctembl NpOU3BOAUTCS B mporpamme «TPS-
SCADA Kouduryparop» B COOTBETCTBUU ¢ TOKYMEHTOM «IIporpamMmMHBIi KOMITIEKC
«TPS-SCADAy». IlIporpamma «TPS-SCADA Konduryparop». PykoBoacTBo
orneparopa.

3.3.2. Ilporpamma «TPS-SCADA Kouduryparop» HCHoJIb3yeTCs Ha 3Tare

nepuuHoro npoektupoBanus ACY TII na 6aze IIK, a Takke mpu BBOJIE HOBOTO
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000opyI0BaHusl HA 00BEKTE yIIpaBICHUS.

3.3.3. Pexum KOHGUTYpUPOBAHHUS CHUCTEMbl TIPUMEHSIETCS JUIsI BBOJA
MOCTOSIHHBIX ITAPaMETPOB, KOTOPHIC XapaKTEPU3YIOT CTPYKTYPHOE TOCTPOCHUE,
TEXHUYECKHE CPEICTBA U 000PYI0BaHUE KOHKPETHOI'O 00bEKTa YIIPABICHUS.

3.3.4. Bo3MOXHO coxpaHEHHE KOH(UTrypauuu B Qailie u 3arpy3ka paHee
CO3/TaHHOW U COXpaHEHHOH KOoH(urypauuu u3 (aina.

3.3.5. B pexume KOHGUTYpUPOBAHUS BO3MOXKHO:

— HAaCTPOWKA IPOEKTA;

— HACTpOMKa apXUBUPOBAHUS, YIATICHUS PETUCTPUPYEMBIX JTaHHBIX;

— nobaBieHue / N3MEHEeHHE / yaalieHue mabIoHOB cocTosiHus curHanos TC;

— nobasieHue / ynaneHue madioHoB curHaioB TC;

— noOaByieHUE / U3MeHeHue / yaajaeHue madiaoHoB komana TV

— noOaeyieHue / ynanenue mabdaoHoB TY;

— noOaByieHUE / U3MEHEHUE / yJajaeHue 00beKTa yrpaBiieHus (TI0ICTaHIINH );

— HaCTpoOiiKa cepBepa:

v/ HACTpONKa MapaMeTpoB MOAKIIoYeHus B B/ ;

v/ HacTpOMKa JaHHBIX;

v/ HacTpOiKa BHIBOJAA Ha OJKpaH HEOOXOAMMBIX COOOIIEHUI  WIK
dbopMHUpOBaHUS 3BYKOBBIX COOOIICHHI B Cilydyae MPOTPaAaMMHOTO WJIM allapaTHOTO
oTKa3a paboThI cepBepa;

v/ HACTPOIKa OIpOCca JaHHbIX.

v/ HacTpoIiKa MOPTOB CEPBEPA, IS KAKIOTO IOpTa HACTPONKA KOHTPOJLIEPOB
U YCTPOMCTB, TIOJIKJTFOYCHHBIX K HEMY.

— nobGasnenue / ynanenne APM nns o6bekTa ymnpaBieHus (TOJACTaHIIMN) U

HacTpoiika nepeuns 3aaa4 st APM.

3.4. Hacrpoiika cucrembl
3.4.1. Hactpoiika cucremsl mpou3Boautcs B nporpamme « TPS-SCADA APM»

B COOTBCTCTBUH C AOKYMCHTOM ((HpOFpaMMHBIﬁ KOMIIJICKC
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«TPS-SCADAY. IIporpamma «TPS-SCADA APM». PykoBoacTBO oneparopa.

3.4.2. Ilporpamma «TPS-SCADA APM» B pexnMe HACTPONKH MCIOIb3YETCS
Ha ATare BBOJA CUCTEMbI B SKCIUTyaTalnIio, a TAKXKe B Mponecce GyHKIIMOHUPOBAHUS
CUCTEMBI JUIsl BBOJIa NIEPEMEHHBIX MMAPAMETPOB, KOTOPBIE XAPAKTEPU3YIOT YCIOBHS U
peXUMBI PabOThI TEXHUYECKHX CPEIICTB U 00OpYyHOBaHMS OOBEKTa YIpaBJICHHS, a
TaKXe OINPEIECISIOT KAYECTBEHHBIE U KOJUYECTBEHHBIE XaPAKTEPUCTUKU ITPOIIECCOB
KOHTPOJIS M yIIPABJICHUS.

3.43. Hactpoilka  mpoOrpaMMHOTO KOMIUIEKCa  JIOCTYIIHa  TOJIBKO
MIOJIb30BATEIISIM, HaJICJICHHBIM COOTBETCTBYIOIIUMU MTOJTHOMOYHUSIMHU
(YIOJIHOMOYEHHBIM OIlepaTopam), U BKIIOYAeT B ceOsl:

— HACTPOMKY MapaMeTPOB:

v/ KaTaJoros;
v’ 0TOOpaKEeHHs CUTHAJIOB.
— HACTPOWKY CIIPaBOYHUKOB:
v’ npucoenunenwii 11C;
v’ T0JIB30BaTENCH POrPAaMMHOT0 KOMITIEKCA U MX ITPUBHUIICTHIA.
— nactpoiiky curtanoB (TU, TC, TY), Bkiitodast BO3MOKHOCTb:
» TU:
v’ 3a/1aHus OOIIHMX MTapaMeTPOB CHTHAJA;
v/ JIOTMYECKOM «IpHUBS3KM» curHaga TH K (GaKTHYEeCKOMY HMCTOYHHKY
uH(popmanuu;
v/ YCTaHOBKM MHMHHUMAJIGHBIX U MaKCHMAJIbHBIX IPEIEIOB COOTBETCTBEHHO
NpeAynpPEIUTEILHOTO, ABAPUHNHOTO U IOCTOBEPHOTO COCTOSIHUS curHana THU;
v HACTPOMKHU COOOIICHUH ¥ 3BYKOBBIX OIIOBEIICHMH, BBIIABAEMBIX IPU
BbIXo/ie curHana TU 3a cOOTBETCTBYIOIIME YCTAaBKU MPH YCTAHOBJIEHHOM MPHU3HAKE
«Curnanmzanus.
» TC:
v’ 3aJiaHus OOIIMX [apaMeTPOB CHIHAJIA;

v oruueckoil «mpuBsiskm» curHama TC K (aKTHYECKOMY HCTOYHHKY
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uHpopmaruu;
v HACTPOMKU COOOINEHHH M 3BYKOBBIX OIIOBEIICHMH, BBIIABAEMBIX IPU
HACTYTUICHUH COOBITHS U YCTAaHOBJIICHHOM TIpu3HaKe « CUTHAU3AIIH,;
> TV:
v’ 3a1aHKs OOLIMX [TApaMETPOB CUIHAJIA;
v/ JIOTMYECKON «npuBsA3KM» curHana TY K (PaKTH4eCKOMY HCTOYHHMKY
nHpopmaruu.
— HACTPOWKY pEryJMpOBaHUs HANPSKEHUS;
— HACTPOUKY CXEMHOM JIOTUKH;

— HACTPOMKY OJIAaHKOB MEPEKITIOUCHHI;

HACTPOMWKY LIETIeH ONEPATUBHBIX OJIOKMPOBOK.

3.5. UndpopmanuonHas 6€30nMacHOCTb

3.5.1. B TIK «TPS-SCADA»  peanu3oBaHbl  cienyoume  (QyHKIUH
uH(GOpPMaIlMOHHON O€30MacHOCTH W3 MepedHs, ompeneneHHoro B IlomoxxeHuu o
NOpSIIKE  TEXHUYECKOW H  Kpunrorpaduyeckod 3aluTbl  UMHOpManuu B
MH()OPMAIIMOHHBIX CUCTEMax, NpeIHa3HAYeHHBIX sl 00paboTku uHGOpMaIH,
pacnpocTpaHeHUe U (WIK) NPeIOCTaBICHUE KOTOPO OrpaHUYEHO:

— uaeHTUPUKAIUS U ayTeHTUDUKAITIS TT0JIb30BaTeIeH;

— YIpaBJEHUE JOCTYIIOM;

— ympaBjeHue aTpudyTamMu O€30MacCHOCTH;

— ayauT cOObITUN MHPOPMAITMOHHOM 6€30MaCHOCTH;

obecrmieuenue pesepBupoBanus cepseproi yactu [1K.

3.5.2. Hdoctyn nonb3oBaTensiM K JaHHbIM U ¢yHKuusMm 1K «TPS-SCADA»
IPENOCTABISAECTCA  TOJBKO  TOCHE  YCHEIIHOIO  MPOXOXKAECHHS  MPOLEAYpPHI
uaeHTUGUKaMu 1 ayreHTuduxkanuu. Jnsg nmpouenypsl UAEHTUDUKALMU U
ayTeHTU(QUKALUU  TOJb30BaTENEHd  HMCHOJIB3YIOTCS  CJEAyIolMe  aTpUOyThI
0€30MacHOCTH:

— YHUKQJIbHBIA UJCHTU(DUKATOP YUETHOM 3aINCH;
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— 3HAYECHHE MapOJIs.

3.5.3. VHukaibHbIM HACHTU(OUKATOP YUYETHOW 3allUCH M TEepBOHAYAIBHBIN
napoyib (KOTOPBIM MOJB30BaTENb JOJKEH CMEHUTH npu nepBoM Bxoae B IIK)
MPUCBAMBAIOTCS TIOJIL30BATEIIO B MPOIIECCE CO3/IaHMS YUETHOU 3alUCH ONEepaTopoM,
HAJICJICHHBIM COOTBETCTBYIOIIMMH MOJTHOMOUYHUSAMHU (YTIOJHOMOUYEHHBIM OIIEPaTOPOM).

3.5.4. TloBropnas  ayrteHTu(dukanus  (BBOX  MMApOJII)  BBIIOJHSICTCS
noabs3oBaresieM 1K nmpu Beitadue komana TY u Beixoje u3 nporpammsl « TPS-SCADA
APM».

3.5.5. Ilapoisib monp30BaTENs NPU NEPBOHAYAIBHOM 3aJaHUM WIIA TOCJE €Tr0
U3MEHEHUS YJIOBJIETBOPSET CAEAYIOMIeH MOTUTUKE CI0KHOCTH MapoJIs:

— COJEPXKUT HE MEHEE 8§ CUMBOJIOB;

— TapoJib BKJIIOYAET B CeOsl coueTaHUsl OyKBEHHBIX, IU(PPOBBIX U CIYKEOHBIX
CUMBOJIOB.

3.5.6. Ilpu mnpeBbIICHUH KOJMYECTBA HEYJAYHBIX TMOMBITOK BXOJAa B
nporpammy IIK «TPS-SCADA» yderHas 3amuch mojib3oBaTeliss OJOKHpYyeTcs Ha
3ajlanHoe BpeMs. KonaudyecTBO HEyJauyHbIX TIOMBITOK M BpeMs OJOKHPOBKU
yCTaHaBIIMBAETCs yNoIHOMOUeHHBIM oniepaTopoM B « TPS-SCADA Koudurypatop».

3.5.7. Hactpoiika noctyna nojs3oBaTeiasM K JaHHbIM U GyHKIusM [TK « TPS-
SCADA»  mnpous3BOIUTCS  ONEPAaTOPOM,  HAJEICHHBIM  COOTBETCTBYIOIIMMU
MOJTHOMOYHUSIMU (YHIOJTHOMOYEHHBIM OIIEPATOPOM).

3.5.8. Hactpoiika noyib30BaTene MporpaMMHOI0 KOMILIEKCA U X IPUBUJIETUI
npousBoautcs B nporpamme « TPS-SCADA APM»y. [Iponecc HacTpoiiky (MI3MEHEHUS )
noJsib3oBatTeneil onucaH B JnokyMeHTe «lIporpammusiii komrieke «TPS-SCADAy.
ITporpamma «TPS-SCADA APM». PykoBoacTBO oniepaTopa.

3.59. B pexume KOHPUTypupOBaHHS  YINOJHOMOYEHHBIM  omeparop
yCTaHABIUBAET JIJISl KAKJOTO 00bEKTa yHpaBlieHus U s Kaxaoro APM, Bxoasiiero
B cocTaB I1K, pa3penieHust Ha BBINOJHEHUE ONPEAEICHHBIX 3a/1a4.

3.5.10. Hactpotiika nepeuns 3a1a4, KOTopble Oy1yT 00pabaThIBaThCsl HA 00bEKTE

yIOpaBJIeHUs, U TIEpeUHs 3aJay, KoTopble OyayT oOpabaThiBaThCcsi Ha Kaxkaom APM
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MPOrpaMMHOT0  KOMIUIEKca, TmpousBoautcss B mporpamme  «TPS-SCADA
Kouduryparop». Ilpomecc HacTpoiiku (M3MEHEHUs) ONHCaH B JOKYMEHTe
«IIporpamMmmHubIi KOMILIEKC «TPS-SCADAW.
[Tporpamma «TPS-SCADA Kouduryparop». PykoBoacTBo onepatopa.

3.5.11.3amura OPUKIATHOTO MOPOrpaMMHOIO0  OOECHEYEeHUsI CHCTEMO
MOJI30BATENIEW U WX MApoJie W pa3rpaHUyeHUe AOCTyNa K AAHHBIM U (QYHKIHSIM,
BBITIOJIHSIEMBIM B CUCTEME, 00€CIIEUNBAET:

— 3aIUTY CUCTEMbI OT HECAHKIIMOHUPOBAHHOTO BX0/1a B HEE;

— OIIO3HAHME TMOJb30BaTESl MPHU BXOJAE B CHUCTEMY M TNPEIOCTaBICHUE €My
COOTBETCTBYIOIIMX IPaB AOCTyNA K JaHHBIM U (PYHKIUSIM CUCTEMBI;

— 3a0IUTY OT OMMOOYHBIX JEHCTBUN oOlepaTopa WM MPOrPaMMHOTO
obecrieueHrss, KOTOPhIE MOTYT TPUBECTH K HEKOPPEKTHOMY HW3MEHEHHUIO XOja
BBIYHMCIIUTEIHLHOTO IPOLIECCa;

— 3alIUTY OT HECAHKIIMOHUPOBAHHOTO U3MEHEHHUS YCTAaBOK M IPYTUX JAHHBIX,
pa3MelaeMbIX B 3HEPIrOHE3aBUCUMOM TaMATH KOHTPOJLIEPOB;

— BO3MOYKHOCTh MPOCMOTPA U KOPPEKTUPOBKU CIHUCKA CAHKIIMOHUPOBAHHBIX
MOJIb30BATENIEM CHUCTEMbI, MX TMapoJied M NPUBWIECTUH TIEPCOHATIOM, HMEIOIIUM
pa3penieHre Ha BBIIOJIHEHUE 3TUX ONEepalni.

3.5.12. Ilepedens coobiThii, o kKoTOphIM B [TK «TPS-SCADA» Benercs ayaur:

— cO3JaHue, W3MEHEHHME, OTKIIOUEHHE, OJOKUPOBKA, YyAaNCHHE YYETHBIX
3aMucey Moab30BaTelICH;

— Ha3Hau€HUE M OTMEHA POJICH/TIPaB IOCTyMa MOJIb30BATEIISAM;

— YCIICUTHBIC/HEYCTCIIHBIE  PE3yJbTaThl  MOMBITOK  WACHTHPUKAIUA U
ayTeHTU(DUKAIINY T0JIb30BaTelel (BXO B CUCTEMY);

— BBIXOJ TMOJB30BATENsl W3 CHUCTEMBI (3aBepIIeHHE ceaHca paboTh
MOJIb30BaTeIs ),

— BBINIOJIHEHUE TIOJB30BATEIEM OIPEACICHHBIX ONepaluii HaJ 3aJaHHbIMU
KaTeropyusiIMHM TaHHBIX (BblOaya komana TY).

3.5.13.3anucu  aynuta CcOOBITUN OE30MACHOCTH COJEpXkKaT CIETYIONTNe
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napameTphbl:

JaTa ¥ BpeMsi COOBITHS;

— THII COOBITHS,

HUCTOYHUK COOBITUS (MAESHTU(PUKATOP MOIH30BATEINS);

— pe3yabTaT coObITHS (YCICITHBIN/HEYCTCIIHBIN - TaM, T/I€ 3TO HEOOXO0IUMO).

3.5.14. Peanu3zoBaHa BO3MOKHOCTb BBITIOJIHEHUS ITIOMCKA U COPTUPOBKHU JAHHBIX
ayJluTa 1o:

— J1aTe U BPEMEHU COOBITHS;

— THmy coObITUSA (COOOIICHHE);

— HUJEHTU(PHUKATOPY MOJIb30BATENs, MHUIIMUPOBABIIETO JAHHOE COOBITHE.

3.5.15. loctyn K UYTEHUIO 3alMCEl JaHHBIX ayIuTa pa3pelieH TOJIbKO
MOJIb30BATENSIM, HaJICJICHHBIM COOTBETCTBYIOIIUMU MOJIHOMOYMSIMU
(YIOTHOMOYEHHBIM ~OrlepaTopaM). 3amucu B IKypHaje ayJauTa 3allMIIeHbl OT
VU3MEHEHMUS.

3.5.16. 11 MOBBIIEHHUS] HAJEKHOCTH U PAOOTOCIOCOOHOCTH MPOTrPaMMHOTO
komiuiekca « TPS-SCADA» npegycMoTpeHa BO3MOKHOCTh PE3EPBUPOBAHUS CEPBEPOB
cbopa u XpaHEHUs JaHHBIX.

3.5.17.B  kauecTB€ JTaJOHHOTO BPEMEHH CHUCTEMBl  IPUHUMAETCS
ACTPOHOMHUYECKOE BPEMsI, OTCUET KOTOPOTO MPOU3BOAAT SHEPrOHE3aBUCUMBIE YaChl
cepepa. Cucrema eIMHOTO BpPEMEHU TIpeHA3HadyeHa I  OoOecreueHus
CUHXPOHU3ALMK COOBITUM M OTCUeTa AaCTPOHOMHUYECKOTO BpPEMEHH BCEMH
TEXHUYECKUMHU CPEJICTBAMU, pa0OTAIOIIUMHU B COCTABE CHUCTEMBI.

3.5.18.Ilpu pa3paboTke IIK «TPS-SCADA» MCIIO0JIb30BAJIUCH
WHCTPYMEHTAJIbHBIE CPEACTBA Pa3pabOTKH, MOTYUYEHHBIE U3 JOBEPEHHBIX HCTOYHUKOB.

3.5.19. CpeactBamu CYB/] peanuzoBaHna:

— 3ammTa bJl maponem, KOTOPBI U3BECTEH TOJIKO pa3padOTIYMKaM CHUCTEMBI,
YTO TMO3BOJIIET W30€XaTh HECAHKIIMOHUPOBAHHOTO W3MEHEHUS U  YIAJICHHUS

undopmaruu u3 bJI;
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— TMOJHOTA U IEJIOCTHOCTh MH(POPMAIINK, COXpaHIeMOW B 0a3e JaHHBIX, BHE
3aBUCHUMOCTH OT YPOBHSI NPUBWJIECTUPOBAHHOCTU IIOJB30BATENS W BBINOJHAEMBIX
JICVCTBHM.

3.5.20.Ha cpeny ¢ynkuuonupoBanusi I[IK «TPS-SCADA» Bosmaraercs
BBINIOJIHEHHE CHAEAYIOMUX (YHKIMK HHPOPMALIMOHHOM 0€30MMacHOCTH:

— 3alUTa OT HECAaHKIIMOHUPOBAHHBIX BO3ACHCTBUN (PU3NYECKUX JUI[ Ha

IPOTPaMMHO-TEXHUYECKHE CPECTBA HH(POPMAIIMOHHON CUCTEMBI, B COCTaBE KOTOPOii
¢ynxmonupyert 1K «TPS-SCADAY;

— 3ammTa OT Bo3AehcTBUA BpeaoHOCHBIX nporpamm Ha IIK «TPS-SCADA» u
Ha oOpabaThIBaeMbIe UM JJAHHBIC,

— KOHTpPOJIb LIEJIOCTHOCTH KOMIIOHEHTOB [IK  «TPS-SCADA» u
00pabaTbIBa€MbIX UMH JIAHHBIX;

— pE3epBHOE KOIMUPOBAHME U BoOccTaHOBIeHHE KOMHOHEHTOB IIK «TPS-
SCADA» u 06pabatbiBaeMbIX UMU JaHHBIX;

— MOHHUTOPUHT COOBITHMM HWH(OPMALMOHHOW OE30MaCHOCTH B CHUCTEME,

ucnons3yronieit [IK « TPS-SCADA».
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4. IPOBEPKA ITPOI'PAMMHOI'O KOMIIJIEKCA

OG6mee cocTosiHus cucTeMbl oToOpaxkaetcs B C:\Program
Files\DC\SERVICE\DUMP
4.1. KoHTpPOJIbHbIE IPUMEPHI.
[IpuMeps BBOJUMBIX 1 TIOJTy9aeMbIX JTAHHBIX, & TAK)KE TPUMEPHI BHITIOJTHCHUS
onepaluii, IpuBeAeHbI Ha pucyHkax 29 — 30.

Log ¢aiin - Service

M_wl servicetxt — BnowknoT

Dann [paska ®opmar Bwg Cnpaeka

PG/BT 18:25:38.299 constants complite

86/87 18:25:39.497 module is registered

86/07 10:25:40.154 Execute SQL error 1848

86/87 18:25:48.719 initDBs working time 563 ms

06,/07 10:25:48.719 db init

gﬁ/a? 1@:25-42_?61 SR 20 D 00 DR R R IR R R OXMOaHHE ! cﬁopa NaHHBIX HET EEE i L b ]
86/87 18:25:45.289 port 1 start,task 3 Thread 17188

86/87 18:25:45.388 port 3 start,task 9 Thread 17268

Pucynok 24 — Log ¢aiin - Service

Log ¢aiin - iec104client

Pain [lpaeka Popmat Bug Cnpaexa

86.87 12:25:45 383 IP adr 127.9.8.1 OpenConnection() error = 10835
86.87 13:25:45 383 Connect IP adr 127.8.8.1

86.87 13:25:45 383 StartExchange() IP adr 127.8.8.1
ResetIndexDeviceError

B6.87 13:25:45 318 SEND U format: START_ACT

B86.87 13:25:45 333 READ U format: START_CON

86.87 13:25:45 333 send: Type ID(108) Quantity(l) SQ(8) COT(6 act) IDMP = 2
R Ir=1 s=1 Ack = 32767 Remove=2

Pucynok 25 — Log ¢aiin — iec104client

T
TPS
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4.2. Pe3yabTaThl NPOBEPKH MPOrPaMM MPOrPaAMMHOI0 KOMILJIEKCA

[IporpammHoe obecrieueHue aBisieTcs paboTOCIIOCOOHBIM MPU OTHOBPEMEHHOM
BBITIOJIHEHUH CJIEIYIOIINX YCIOBHIA:

a) B Ipoliecce 3amycka HeT cooOmieHus (coooIeHuit) oo onmmokax;

0) noctynHbl Bce paboume uHTepdeiicsl mporpamm u3 coctaBa 1K «TPS-
SCADAY.

B xoxe BbIMoONHEHUsS CclieHapHeB padOThl MpPOrpaMMbl HE JOJKHO OBITh
3a(UKCUPOBAHO KPUTHUYECKUX OIMMOOK, OCTAaHABIMBAIOIIUX WU OJOKHUPYIOMUX
paboTy mporpamMMel.

[IporpaMMHBIIl KOMILJIEKC MPOBEPSETCS Ha HaJIMuMe OLIMOOK, COOOIIEHH,

OIIMCAaHHBIX B Pa3acCiIC 6 JaHHOI'O IOKYMCHTA.



39
RU. 70302151.62.01.02-06
5. JOHNOJTHUTEJIBHBIE BO3MOKXHOCTH

B mpomecce skcmyarauun IIK  «TPS-SCADA» MOXET BO3HUKHYTH
HE0OXOMMOCTD BBOJIa B 00BbEKT aBTOMATU3AIMH 000PYA0BaHUS, 1JII B3AUMOICHCTBUS
kotoporo ¢ IIK morpebyercss Hanucanue apaiiBepa. g pa3paOoTku JpaiBEpPOB K

HOBBIM YCTpOWCTBaM HE0OX0auMoO oOpamiatbcs B opraHuzanuio-paspadoruuk [1K

«TPS-SCADAY.

G
TPS
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6. COOBIIEHUA CUCTEMHOMY ITPOTPAMMUCTY

TexcTbl COOOIECHNUH,

BbIJAaBA€CMbBIX CHUCTCMHOMY IIPpOIrpaMMHCTY B XOZC

BBINOJIHEHHUsT HAacTporku u padoTel [IK, omumcanme ux conepkaHus W JCHCTBHIA,

KOTOPbIE HEOOXOAMMO MPEANPUHSITH IO ATUM COOOIIESHUSIM, IPUBE/ICHBI B Ta0JIHUIIC.

Coolmienue Onucanue Tpebyempble nericTBus
Ommbka oOMeHa Ommbka oOMeHa ¢ [IpoBeprTe
ycrporictBamu TM MPaBUJIILHOCTH

HACTPOWKH
MOIKJIFOYECHHUSI

Cmyx0a cbopa Cnyx06a coopa ganubix DC [ToBTOpHO 3aMyCTUTH

OCTaHOBJICHA OCTaHOBJICHA ciyx0y DC uepes
«Konduryparop»

Cas3b ¢ BJ] Cas3b ¢ B/l konuryparmu IIpoBeputs

koHurypaunu «Her»

cfg wnapymena

IMpaBUJIbHOCTH CTPOKH

noAKJIroueHus K b/[

Css13b ¢ B/1 naHHBIX

Ces3b ¢ b/] koHpurypammu

[IpoBeputh

«Het» dt Hapymiena NPaBUIBLHOCTh CTPOKHU
nojakiryeHus Kk bJ[

Cas3b ¢ B/l APM Cas3b ¢ B/l konduryparmu IIpoBeputs

«Her» S_arm HapyIieHa MPaBHJIBHOCTH CTPOKH
MOAKIIOYEHUA K bJ]

Omnbka O6Hapy>xeHa omudka [IpoBepuTh HACTPOUKHU

pe3epBUpPOBaAHUS pe3epBUPOBAHUS TaHHBIX pe3epBUPOBAHUS

Ommbka 6a3el JaHHBIX | Bo3HMKIIA 0J1HA U3 OLINOOK, [TpoBeputsb

cBsi3aHHBIX C B/

IMpaBUJIBbHOCTL CTPOKH

oAKJIroUeHUs K b/[

Omnbka
WHUIIMATU3AIHAH [T0PTa

«Het»

Y CTpOUCTBO HE

HHUIIUAJIU3UPOBAHO

[IpoBeputh
KOPPEKTHOCTh HACTPOEK

MapaMeTpOB COCTUHEHUS
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Coo0Omienue Omnucanue Tpebyembie neicTBUA
YCTPOICTB, 1100
MIPOBEPUTH HACTPOUKH
YCTpPOWCTBA
HeucnpaBHoCTh He npoxoaut nannuanuzanus | [IpoBeputsb
MHULMATIN3aluN OTYETOB OT YCTPOUCTB KOPPEKTHOCTh HACTPOEK
OTYETOB napamMeTpOB COSAMHEHUS

YCTPOMCTB, 1100
MIPOBEPUTH HACTPOUKH

yCTpPOWCTBA

OoCHUJIJIOTpaMM

HeucnpaBHocTh npuema

OOHapyxeHa HEMCIIPABHOCTh
npremMa OCUMIIIOrPaMM OT

YCTPOMCTB

JInGo ycTpoicTBO HE
MOJIICP)KUBALT Tepeaady
OCIIIITIOTpaMM, JIH0O
HY>XKHO BHECTH
KOPPEKTUPOBKH B
HACTPOUKY MOTYICHHS
OCLIMJUIOTPaMM Ha
YCTPOMCTBE U B

nporpamme « TPS-

SCADA Konduryparop»
not support for demo JlaHHOE COO0O0IIeHNE MOKHO He tpeGyetcs
yBUIETh B «OKypHaie
YCTPOMUCTBY». ITO TOBOPUT O
TOM, 4TO JlaHHas Bepcust TPS-
SCADA c orpani4eHHbIM
(GyHKIMOHATIOM
I[Ipy  koHdurypupoBanuum cucrembl B  nporpamme  «TPS-SCADA
Kouduryparop» BO3MOXKHO 3a7aTh COOOIIEHHUS U 3BYKOBBIC OIOBEIICHMUS,

BbIJABACMBIC IIOJB30BATC/IEIM B CIIydacC IIPOTpaMMHOI0 HJIM allllapaTHOI'oO OTKas3a

paboTHI cepBepa.

B nporpamme «TPS-SCADA Penakrop MHEMoOcCXem» [UIsl JIOTHYECKOTO

¢
PS




42
RU. 70302151.62.01.02-06

3JIEMEHTA BO3MOXHO 3a/1aTh COOOLIEHMsSI U 3BYKOBBIE OIOBELIEHUsI, KOTOPbIE OYyIyT
BBI/1aBAThCA [10JIb30BATEISAM IPU U3MEHEHUHU COCTOSIHUS JIOTHYECKOTO DJIEMEHTA.

IIpu Hactpoiike cucremsl B iporpamme « TPS-SCADA APM)» BO3MOXHO 33]1aTh
COOOILIEHUS U 3BYKOBBIE OIIOBEILICHUS, BbIJABAEMBIE [10JIb30BATEISIM:

— Ipy  BbIXOA€ 3HaueHuss curHana TUW  3a  3amaHHyr0  ycTaBKy
(mpenynpeauTenbHy0, aBapUHHYI0) IIPU YCTAHOBIEHHOM NpU3HaKe « CUTHAIU3aLus»;

— NPU  HACTYIUIEHUH COOBITHSI CHUTHAJla MPU YCTAHOBJICHHOM IpPU3HAKe
«CurHanuzanus;

— KOHTpoJbHO-AuarHoctuueckue coobmenus (KIC) 3amaun perynupoBaHus
HaIPSOKEHUSL.

N3 mporpammbl  «TPS-SCADA APM» MOXHO NOPOCMOTPETb COOOIICHUS,
BbI/IaBa€MbIE MPOTPAMMHBIM KOMITJIEKCOM B Tporiecce padoTel. CIHCOK COOOIIEHHI

MOXHO OT(QHUIBTPOBATH MO MEPHOY, 00bEKTaM (ITOJACTAHIIUIM) U THIIAM COOBITHH.



G
TPS

43
RU. 70302151.62.01.02-06
7. YCJIOBUE U TEXHUYECKHUE CPEJICTBA XPAHEHUA

NCXOJHOT'O KOJA

XpaHeHHWe U PACMOJOKEHHE HWCXOJHOTO TEKCTa U OOBEKTHOrO Koja
MPOTPAMMHOTO 00ECIICUCHHU S, a TAK)KE TEXHUYECKUX CPEACTB KOMITUIIAIIMHN UCXOTHOTO
TEKCTa B OOBEKTHBIN KOJI MPOTPAMMHOTO OOECIIEUEHUsI OCYIIECTBIISICTCSI B CUCTEME
KOHTPOJISI BEPCUSIMHU, Pa3MEIIICHHBIX HA Tepputopuu PO.

CpencTBa XpaHeHU s, KOMITWISIIAA KOJA:

— XpaHeHus uCXoAHOTO Kojaa ocymiectBisierca Ha GIT;

— 1O BBIIOJIHEHO Ha Ct++;

— s OS Windows npumensiercst komnmiarop MSVC, ms linux — GCC.
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8. VIIPABJIEHUE JUIEH3NOHHBIMU KJIIOYAMMU.

PETUCTPALMSA 11O
JIns  3aldThl  OPOTPAMMHOTO  KOMILIEKCA OT  HECAHKIIMOHHPOBAHHOTO
UCIIOJB30BaHus BceM mporpammaMm u3 coctaBa [IK «TPS-SCADA» Heobxomumo
MPONTH NPOLIEAYPY AKTUBAIMU — MOJYYUTh U AKTUBUPOBATH KJIIOUM PETUCTPAIUU.

Karoun umerot He OFpaHI/I‘leHHIﬂﬁ CpPOK JIMIICH3UMU.

8.1. Onucanue nmpoueaypsl perucTpanuu

Ecnu 3amyckaemas (MM ycTaHaBiIMBaeMas) MporpaMMa He 3aperucTpUpOBaHa,
TO TIpu TepBOoM BXxoje (B o0yt mporpammy u3 coctaBa [IK «TPS-SCADAY)
MOSIBUTCSI COOOIIEHHE O TOM, YTO NPUIIOKEHUE HE 3aperucTpUpOBAaHO U OyzAer
NPEeIOKEHO  chOPMHUPOBATh PETHCTPALMOHHBIM  (ailn  (mpodTH  mpouenypy
perucrpauuun) — PucyHok 32.

MpunoxeHWe He 3aperncTpuposaHo! ChopMUpoBEaTE
pPErMCTPALMOHHEIA dainT?

Pucynok 26 — Coob1ieHue o perucTpaiuu

B cnyuae naxarus «la» Oyner chopmupoBaH Qailn st perucTpanuu B
nupekTopuu ¢ ycraHoBiaeHHbIM [10 (RegistrationMail.txt), comeprkaiuii cBeeHUs O
NPUJIOKEHUH, KOTOPOE PETUCTPHUPYETCS, W TMOJHYI HWH(MOPMAIHUI0O O CHCTEME,
YCTPOMCTBE Ha KOTOpPOE YyCTaHaBIUBaeTcs mnpuioxeHue. Jlamee OyAeT BbIIAHO

cieayroliee cooOleHne, npeacTapieHHoe Ha PucyHok 33.

| FerncrpayyoHHelil dann chopmupogan! Jaa noaydeHua
AANEHEAWWK MHCTPYKLMIA CEAXKWTECE C Pa3paboTYHEIMH,

Pucynox 27 — Coo0uieHue o rOTOBHOCTH KJTt04a
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Jlnst co3maHusl M perucTpaluu Kioya HeoOXoaumMo OGOpMHTH 3alpoc U
OTHPABUTh HA BJIEKTPOHHYIO MOYTY KOMIAHUU MOCTaBIIMKa CHOPMUPOBAHHBIA Ha
BallleM YCTPONCTBE pEeruCTPAlHOHHBIN (aii.

3anpoc OyneT pacCMOTpPEH, B OTBET Oy/AET BbIJIaH 3apErMCTPUPOBAHHBIN KITIOY,
npeacTaBisifonmmii  coboii Habop cuMmBosioB. [locne momydeHust Kio4a, €ro
HEO0OXOMMO MEPEHECTU B UPEKTOPHIO, IAe ObUT CPOPMUPOBAH PErUCTPALIMOHHBIN
daitn. Ilpu sToM mnpu HEOOXOJUMOCTH HYXHO TEPEUMEHOBATh MOJYyYCHHBIN
perucTpanroHHbIN K104 B key.txt st moaysneit [IK «TPS-SCADA» u B core.key ms
ciyx0b1 coopa Cepsepa DC.

IIpy ycnemHou perucTpanuu MporpamMMel U €€ MEePBOM 3aIlyCKe HAYHETCS
IIPOLIEAYPa YCTAHOBKHU.

[Ipouenypa perucrtpauuy KiIrO4Ya BBIIOJHSAETCS I BCEX Mporpamm
IIPOTPaMMHOro Komruiekca. [Ipu 3ToM cienyer uMers BBUAY, YTO B JUPEKTOPUU CO
BCEMHU NIPOrpaMMaMH KOMIUIEKCA MOXET OJHOBPEMEHHO HAXOIUTCS TOJBKO OIUH
KJItoU ¢ uMeHeM key.txt. /{1 mooyepenHoil ycTaHOBKH BCceX HEOOXOAMMBIX MPOrpaMM
B IUPEKTOPHUIO HY>KHO IIOMEIATh COOTBETCTBYIOIIMM KIIIOY.

IIpoBepka COOTBETCTBHS TEKYILETO KJIFO4a JIMLEH3UOHHOMY
(3aperucTpupOBaHHOMY) OCYIIECTBIISIETCSI MPU  KaXJAOM 3allyCKE IPOTPaMMHBIX
MOJyJIEH U TIEpUOANYECKH, B ciiydae Haauuus ceppepa quieH3nii TPS-SCADA m6o

HASP xroua.
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9. B3AMMOJIECTBHUE C OBJIAYHBIMU CEPBUCAMU

ITporpammusiit komiuieke «TPS-SCADA» He ucnoias3yeT sl CBoe paboThl
BHEIIIHWE OOJIauyHbIe CEpBHUCH.. Bce KOMIIOHEHTHI OOHOBIJISIIOTCS BPYYHYIO C
nokanbHOoro Hocutens. IIK «TPS-SCADA» moker oOpamiaThCs Ha cepBepa s

pErucTpanuvy Uiy MPOBEPKU aKTyaJIbHOM JIULEH3UH.

G
TPS
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IEPEYEHb COKPAIIIEHUI
APM — aBTOMAaTU3MPOBAHHOE pabouee MecTo;
ACY — aBTOMAaTU3MPOBAHHAs CHCTEMA yIPABJIECHUS,
1| — 0a3a JaHHBIX;
NBIT — HMCTOYHHK OecriepeOOMHOro MUTaHMUS;
oC —  OIepalroHHAas CUCTEMA;
IIK —  TPOrpaMMHBIN KOMILIECKC;
1O — TPOrpaMMHOE 0OECTICUCHNE;
[1C —  TIOJICTAHIIUS,
CYBA — CHUCTeMa yIpaBJieHue 0a30i JaHHbIX;
TN —  TeJEeUu3MEpEeHue;
TII —  TEXHOJIOTUYECKHUU MPOLECC;
TC —  TeJICCUTHaJIM3alus;
TY —  TeNeymnpaBlICHUE.

G
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